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The ITESC leads a set of
processes for IT governance
and investment prioritization for
Loyola University Chicago.
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The Academic Technology
Sub-Committee is charged
with advising on
technology directions,
strategies, policies, plans,
and priorities important to
Loyola’s goals in teaching,
learning, research, and
other academic objectives.

This cross-functional
committee will enhance
the value, quality, security,
and understanding of
institutional data through
coordinated efforts of
campus stakeholders.
The group will establish a
framework for appropriate
access to, and use of,
institutional data.

Charter

Charter

Charter

The Project Review Board
is charged with the
responsibility of reviewing
and prioritizing all work
requests that are
presented to ITS for
application review,
installation, development,
enhancement or
customization.

The Architecture Review
Board will build the
technology roadmap that
enables Loyola University
Chicago to fulfill its
mission and vision
effectively while adapting
to a changing higher
education environment.

The Information Security
Advisory Council will
provide guidance and
oversight of the
Information Security
program with an emphasis
on risk assessment, risk
prioritization, strategy and
policy issues.




Academic Technology Service Change

Requests

\::*3\ i /E_a/

——— -

-

LOYOLA

= =
- W44 = September 2017

Rty

paring people to lead inary lives



Technology Service Change Requests
September 20, 2017

LOYOLA 1wlmulnp rvice Change Requests

o o Ausdirne Toxhnology Servien, the Facul
the Office o D Leaiming requcd ye eeview, sl o gt the st
e efictent

e

® Ancrrase the Sakal rrvontion Ptk fines B meatha 1o 2 pra for Sakal coune snd prosct site deta
& Elismination of the Eaburs eyssim s a vides reposnry servios (place aptel
i service {replace with Foeee)

= Flismination of Adibe Cinet s an

Fiasmreanse sy ey
xperionce st lshnology n the leacts k urthermors, making s changes cnes e
< prar will mks for ran thoas swderes, fic the

Technsloghes i ate rquesng oe remonst

anagement System (Salkai)

and Retention Practices

g Management System (Sakai)
age and Retention Practices

the Kaltura System (Loyola Media)
ository and Distribution Services

he Kaltura System (Loyola Media)
sitory and Distribution Services

or Webinars and Online Classrooms

g the Adobe Connect System

or Webinars and Online Classrooms

g the Adobe Connect System

ations

Bing management systen is in need of review and cleanup.
e Office of Online Learning. and Academic Technolog
Jearey nut a two-year data retention policy in the Sakai system,

agsight,  tochnalogy service provider, to host and support
3-year agreement
L Loyela has four terabytes (TRY of data s re tn host
btent. Longsight backs up the content daily and retains the
pase of the backup process s to recover from system level
bilt, the cusrent strategy ensures that no data greater than 24
um of n corcupted indvidual course site. These types of course
per year and cust Toyola $200 o $300 per oceurrence.

In uly of 2016, Loyola cntered its secon

QOB v covipriviong: 3.1 Wrabytes of srags, 78%
by 10,000 shes and
rveat groweh rate, Loyola will exceed the 4-terabyte thresh-
ith). Lovols can puschase additional storage

fatf wsc Sakal and the databasc is growin

lete. Project sites are deleted by Sakai sdministrators upen
iboard o Sk i1 2013 courses lews that 18 months old
quested by faculty. Tt was the stralegy to manage an

al cleletion process has not heen stricly

1l 5% are project sites. Course sites arc 61 megabytes (M) on
insize. there are aver 5,000 instructors referenced in the
ave one course site associated with their 10, 0% of the
Uto 24 course sites, and 14% of the instructors have over

B | B | NeeFVIS | RV
Opersting | Capitat | Capial | Operating
s 3o | 3 s s thrmasate i Y1
3 o0 | 8 s 5 Thivimate s 1719
5 oo | 4 s 5§ L0 | Retanin FYI0
3 0w | 4 s 4+ om0 | Retsinia FY1e
Simoo |3 - |4 - | 4 100000 | Retain s P10
S i Comarts | T 3 3 ‘I.m::u Txpenic for
Cpasitrien. Cruline Sarvey 1 | [ Earmark Savings from
Soliwacy Patiorn ! Eadiamsd LY | it of Kaltens ard
TV Eystemm o Frplace Adbohe Cxnmaect ta Replacy Y18
Soichbuound Funtices. | ¥ 7 | ¥ 30 |3 O | Capita Reguets (3223K)
3% Saviags bn Ongoing.
L | Operating Fapernes While
Tatabs SiMp00 | 3wz |3 0 e | Adding New Tecinokegics ssd
fan
P e amnerds it oad quests. The docusments TP R——
detall st the pequesta. T shots we: 1k yo

= Sapport e move ot s, The Skl dstabuse oo

AT renenihon practice for Sakat course 3
"

o s e of e dts Is o Songar wsol. Insfifiting a 2-vesr retertion practioe il make for &
service for tacalty and staleats, poomids r . and help the Universiry
4 addimonal Skl vioe Yo 2016,
. 3 1 l ot Loyola. Kalbara has

sl arkce foen
= St the limination of Adobe Cimeect an s webisar and enline chamnoom service. While providing a mach nondod
. Adobe Conrect lu boes challeaging b use fos
ey e iy .
Ao Camnest

A and socage i LUCH
data cemer, and muise for betier support of oling clawsmons ung Foom. Mo nctabiy. . hour sapport i provided
B the focem service. which I somthing thet has been naquesind by the LLXs profestivnst whook over the fist few

Kty Do arih Kestar. Mk Liberiors, B Mossr, T bt (cudrasc Tchindogy Sercen
Teery Mo ¢ el aclty G v
Sarah Ehvnart m\fr..num.-m—_“.

LOYOLA

UNIVERSITY CHICAGO

September 2017

Preparing people 1o lead exiraordinary lives

s over the years,

arphuncd” (o yer.
dent 11 Fron

dualent recaests “e-mail for e’ service now offered to

i Sakai appear as unreselved links in ass
the dara unusabls.

ki by the LOCUS system. LOCUS generates course site
igally populated o Sakai, Upon shell crestion, instrutors

fi publish the site. ‘Lhis process sreales a nev instance of a
the other hand are created manually by any individual with

e Office of Online Lo

kai v not becn used in aver a year. Forty percent (10%)
by-rrine percent (29%) of Sakai sites have not been used in over
¥-nine (39%) of the storage hasn't been accessed in over two.
accessod in over three vears. On average, Saka sites are not
crularly usc Sakai may have thece ar four
acccunts for a messursble storsge buld up, Expungiog

enforeed over the

ameats, rosters,

1T Allocations & 53K per Vear

ongsight

31,2005, 92K ey

]
n Event of Restorstion

Allocation of Storage

el G
(i,

e TR Y

U by et sies
waTh

i

&k.. with Sites <

e, 55 et

e
B e Conrsc v

o iy iz Cureu 19
o)

15 manths)

Tt

Storage Used

e

e

I

TR

Database aarage s - i

base (s 5 _;wy
1 Dalabise

1.9, 145 10-24, 5% 2549

i Used 1n Over 3 Vears

s Yerof st
mm.m) 2 vears Af
e Orphanad mSakt

wily|

Sakai Sites

To e

s e v

Ho b
wed narer

L

by LOCUS System

ol Course Siie for 2 Vears Af

e Instraction for “Sell-Serx

' Creqtion By LOCUS System™
Instruction for “Dest Practees* or Gourse Site Management
of

ice B

Course Siles

of Deleting Course Sites 2 Years Affer Ste Crestion
Instructors via 2 mal of Site Deletion and Schedule
Se Sites > 2 Years (7 duys) Annually iy oo o)

ted by Individuals

m;m Site as Loug as s Active”
“Bast Practices” for Project Site Management
Immmm R -
e, moslifea, o7 accessend within (e last 2 Years (730 doxs
her of Days Since Site Creation, ‘mmmxm or Lsst Acti

of Dleting Project Sites Aft

2 Years o

it Tnactivlty”

structoss via - mal of St Dltion sad s:)u-muc

course sites two yeas after crcation and.

s srateqy, o mor: comprehensive communication plan with
faculty will be roquired. A recommended process for
sded timeline is provided on the back of this document.

project sites

Seplember 1, 2017

-

e ot ?k“h-w«&xnm e

i Report @iy Facity
e Foculy D Commplete e

et

=

iom Prces

Jandaay s

Maun‘1s

ions, and Requests

d Data Points

serices at Loy ..m s custently provided by both the Panoptorsystem and the
y of

. The functionalit

and ehmumum i el Bl Vil
Luyumhtvm.wmde.. and audio files. Support personnel in Academic
the Ofice for Online Tearming request the

and management of Loyola's
raughly $55,000 wilh the

B i Loy i The storige, deliver
Toywla would realize ar
approval 1o annunce the service change in the fall of
e 2018, T proach would alluw fir

internal dis

ution solution sinee 2014

ich would require facully (o have videos created already

i the rcpositary ascounting for 34T of data stored in the iepository

it onc video
in sorage

fenirics in the repository
the sepository (all audio files)

Bfically for digial rights management, which can

Ber an initial 3-year subscript

013

ave stoced in the repository

sibutors 10 the repusitory

Panopi lecture capture software
3 Sopear subscription agreement (§84,000 anmually)

aly viabsle video repositoryidistribution solution for Loy

. Panopto has been in place since 2013 .m i utbredtoiie
ystean

o e v

(855,000 annually)
o st0rage used and bandwidih (uploads, conversions, and consumption of

led to Panapto:

s oL
e videos (predominantly dept videos and Faculiy videos)

iced videos {predominantly live classtaom lecture caprures)

d wideon {only used for meeting recordings]

§ videos (prodominantly UMC produced content)

17, tollawed by the

B 51k rintain a persoma] YouTube presence

i, Stuslents maintin a persons| Vimeo preserice

deo Recordings
Adobe Connect

15 subscritiers fo i ¢
e e e

LUC YouTube*
o

- ellectively

Zooms recardings are fenporarily
Tk in Zoou et ot
0 Panata for storuge

Personal YouTube & Vimeo

Fusage hours” fuploads, comversions, and consumption) Unknown

A whilk Panopto was

™

y anl 14T can provide limited aceess 1o maters e e copyrighted,

ot include studen contributions which, if part of coussework, are protected by
such an intermal service, Loyola is currently in the last year of 3 yeor

ey agreement for K

b lechnical support and functionalily has been swistanding In fll of 2016,

ola community to be wsed as both 3 lecture-capture and video repository
nimended, and desired by the Loyola faculty and administrators. Students are
ome a redundant service, which has not been well-supported by the vendor.

12 9 months af the

fscian to sunsct the Kaltura system over the remaini
ould include: autecach to the Kaltura usec b

MR AllRER B i use YouTub

and Virmeo, but know they exist

i6 be cumbersome as comparced to Panopto's
el works created by University commusity
it home (o any LUC fuculty videos

I8 LUCs ncw digital preservation platforn

roquired

pleting the Spring 2018 acadomic term by turning off the Kaltura scevice af the Bilbe clionnel (established in 2010). You

migration and conversion service” A one-time fos for this service would cost B vidcos

O wecks o complete. This approuch would allow for un clfective
fwould align with conteactual agecements and academic terms. 1rs
ih Modern Languages, the predominant user of Kaltura 10 seamiessly

a System

ity (o identify videos for transition {Jun '18)

i Kaliura (read only)
Panopto and updare links

os
ey amd s higher storage cost
(.. who can create, upload, view)

st socly on storage wsed
msumption) are pact of the caleulated subseription costs

i <onsumption (all comprments) rather than o stor.

el videos (predominantly anline classroom coplures and webinars)

fessional quslity events (Commencement, President’s address)

o
ublic faing” aspects of
it foe UM secds.

online teaching course prefer Panoptoss software recorder over Kalturas

. It will cventually replace
i storage and preservation of all sorls of e formats and includes o

“live recordings” from Zoom o Panopto (betler use of services)

easily consumed outside of the Adobe Connect system {flash only)

September 12017

Seplembxr 1, 2017

Septemiber 1. 2007

ons, and Request

et comferencing services over the last year, Adube Cone
mic Technology Services, the Faculty Center for Ignatian Tedagogy, and the
d request Loyola retire the Adobe Connect Web Conferencing solution and
d online class scssion services. Professors are conducting of
ok e vides conereaciug ki b v
o e soluions. Videw conferencing services at Loyol
B - sty st o of appennimaicly §76000 e yosefor

finess is incladed as part of our Microsofi s

eripl
e climination of Adobe Conneet. We further request ammouncement of the
by the climination of Adobe Connect services effective May 2014
Bne academic year for the transition since the majority of Adobe Conneet

s, Retiring the Adobe Conneet system while malking Zoom the official

w.u.\.l.mw.ww. jgm for video conferen

me (he two solutions wlfered on campus for online meetings, while reducing

erencing services

Conferencing at Loyola

Mods (Limited to 600 Lndividual Licenses)

e Plan {for online class ssssions]

1T 0 Thost Online Class Sessioms and Wel

i) Haven't Uscd the System in Overa Year
i the System [Recorded Class Scssions!

for Online Classroums {43% ufall Adobe Connect Licenses)

Studics - 30 (4%)

Conlerencing at Loyola
2016

o in May 2016
Elasseoons in July 2016
fleats Use Zoom

Blise Since May 201

o, 1 ifesize, Adabe Cannact, Skype for Rusiness, BighlucButton and
stemes have performed better than other
cnts, and 2 cancistent end user experience has been challenging, Over
System has emerged as Loyola's offcial solution for group meetings. Zoonis
ystems. When acquited in 2010, Adobe Connect was the ouly
s Wik serving the oy well. e sich -t
B8 1 Uhose who wse . . the Tifesize system was the sulution for
s, Lifesize provided high quali
. required human intervention for meetings, and ran on proprictary

lablc for many years. While Skype continues to imprave its functionalicy and

an online classenom salution. Zoom hit the market in 201% and quickly

ined on campus and phone in partici

. Findin

d salution. Adobe has not significantly improved if

retire the Adobe Connect system over the remainder of Ihr current
ineluce: utreach o the ex g Advbe Connest wser base s acaden
ing geared towards wnline slassrooms, and compleling he spring ok

mect service in June. This approach would

gt sesdicos e, Mhsertipmoiode Tk wadk

Connect System
cl community (o faciltate adoption f Zowm

. Loyola would realize

I Loyula,

he right fit between

s functionality over

effective

September 1, 2017

d Data Points

s viddeo conlirencing services.

d Adobe Conneet sessions since 2010
ot easily consumed outside of the Adobe Connect system (flash only)
ervers to house over 11000 recorded sessions

conlintes o grow t Luyols, Depariments are
s are consistently cork

Conncet Database

om

5 connected part

Week

dobe Connet | Uours | Days | Pereent
aws| 11 )
1 2w
o Py 50 e
Profescional Studies £ L
n
n
ents With Recordings s asa

11,748

{110 cach week since March)

s (can be raoms as well

conducted Using Zoom over the last 12 months
B for group mectings (not available in Adohe Conncet)

as individuale)

Jan ‘17

Aug 17

Septevater 1, 2017



Proposed...
 Changes

1. Enforce a Two-Year Retention Practice for Sakai Course and Project Site Data (was 18-months)
2. Eliminate Kaltura System as a Video Repository Service (use Panopto as a Replacement)
3. Eliminate Adobe Connect as an Online Classroom and Webinar Service (use Zoom as a Replacement)
* Timing
e Complete Changes Over the Course of the Current Academic Year:
1. Allow Faculty to Plan for Transition

2. Lessen the Impact on LUC Community
3. Align to Budget Cycles

LOYOLA
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Proposed...

* Financial Impact

1. Save 2% in Ongoing Annual Maintenance
2. Fund New Technology Requests While Reducing FY’18 Captial Request by $82.5K

3. Avoid Additional $3K in FY’18 Storage Expenses
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lAcademic Technologies FY '1.8 FY'.18 New FY'18 FYIl? Notes

Operating| Capital Capital Operating
Kaltura System S 55,000(S - 1S - S - [Eliminate in FY'19
Adobe Connect System S 28,000(S - 1S - 1S - [Eliminate in FY'19
Panopto System S 88,000|(S - 1S - |S 88,000 [Retain in FY'19
Zoom System S 50,000(S - 1S - |$ 50,000 |Retain in FY'19
Sakai System $108,000(S - 1S - |S 108,000[Retain in FY'19
Move Kaltura Content to Panopto S 5,000 (S - 1S - 1S - [One-Time Expense for Transition
Qualtrics: Online Survey Software Platform S - S 44,500 $0.00[$ 44,500 Earmark Savings from Elimination of Kaltura and Adobe Connect to
IVR System to Replace Switchboard Functions|$ - |$ 38,000 $0.00/S 38,000 gttt (I e B i (e

2% Savings in Ongoing Operating Expenses While Adding New

Totals $334,000(S 82,500 $0.00|S 328,500 |rechnologies and Withdrawing $82.5K from FY'18 Capital Request
September 2017
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Employ a Two-Year Retention Allocation of Sorage
Practice for Sakai Course and coTaTmy e
Project Site Data

Free Space (0.2 TB, 6%)

Used by Project Stes

e Clean-up Unused Data (08TB, 21%)

* Provide Better Defined and Efficient
Services in the Learning Management

Sorage Used

Total TB

SyStem (LMS) ° 5~ End of Year 4.2TB

(egtimated)
. . oy Service Agreement Limit ]
Expenses in Storage Costs in 2018 3T
(current Sakai Maintenance is S108K annually) 2
1_
LOYOLA

E E September 2017 0 ! ! ! ' : I
2 3 2013 2014 2015 2016 2017
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Employ a Two-Year Retention Practice for Sakai Course

and Project Site Data

e 40% of Sites Have Not Been Used in Over Two Years
e Growing by 1-TB Per Year — Avoid Additional Expenses
e Provide Faculty Nine Month Notice

e |dentify Semester Break as “Clean-Up” Month as an
Opportunity to Market, Advertise, and Plan for
Change

 Encourage Content Review, Clean-up, and
Assistance

e Better Align Student Data With ID\Email Policies

LOYOLA
= =
: WHEW = September 2017
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20000

10000

48,500

Sakail Stes

Hagv't been used in over

ayear

l

28,400
59%

Total Stes

Haan't been used in over
two years
l Hasn't been
used in over
l threeyears



Eliminate Kaltura System as a
Video Repository Service Locations of LUC Video Recordings

Adobe Connect
* Remove a Redundant Service

LUC YouTube*

* YouTube reflets subscribersto
the channd rather than active
LUC membersand isused here
for illugrative purposes. The
“publicfacdng’ agpectsof
YouTube makeit theright fit for
UMC'sneeds

e Panopto Can Now Meet and Exceed Current

Services (current Panopto Maintenance is S88K
annually)

e Cease Business With a Non-Value Add
Business Partner

* Zoom'srecordingsaretempo-
rarily hdd in Zoom's database

and then moyed Fo Panopto for
e “Right Fit” Video Services at Loyola sorageand viening
e Save $55,000 in Annual Maintenance Personal YouTube & Vimeo
Kaltura Unknown
Expenses 450
7%

LOYOLA
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Eliminate Kaltura System as a Video Repository Service

& LOYOLA T |

e 13 Individuals Account for Over 70% All Entries in
Kaltura

e Modern Languages Accounts for 34% of the Items in
Kaltura (audio files)

e Panopto is More broadly Used and Adopted and Can

Fully Support Kaltura Functions
Panopto

e With Transition

] Kaltura
1. Content Remains Same — Moves to Panopto

and Links Updated

2. For a one-time Fee (S5K) Panopto Will Migrate
Content for LUC

LOYOLA
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Eliminate Adobe Connect
as an Online Classroom 150
and Webinar Service

Zoom Meetings Each Week

e Consolidate Video Conferencing, Webinar, and
Online Classroom Technologies to “Best Fit”

* Replace With Existing Zoom Service Aug'16 N ‘17 Aug ‘17

 Make for a Better Online Experience for

Zoom Meeting Mi nutes Each Week
Loyola’s Students, Faculty, and Staff J

40000
35000
* Save 528,000 in Annual Maintenance Expenses 30000
25000
20000
15000
10000
5000

0

Aug ‘16 Jn ‘17 Aug ‘17
LOYOLA
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Eliminate Adobe Connect as an Online Classroom and Webinar Service

Professional Schools (Law, QSOB, SCPS, Nursing)
Account for 43% of Adobe Connect Use

Targeted Campaign With These Schools to Help
With Transition (Use Zoom in Spring)

Faculty Have Expressed Continued Frustration
With Adobe Connect

Limited Licensing

“Switching to Zoom for my summer online course was such
a great decision due to the increased functionality for
student-to-student interaction in Zoom, | will never go
back to Adobe Connect for synchronous sessions.” -
Patrick Daubenmire, Associate Professor, Chemistry
Undergraduate Program Director

LOYOLA
UNIVERSITY CHICAGO
s =
41870

ZWAEN = September 2017
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Top Departments with Recordings in Adobe Connect | Hours Days Percent
School of Business 4,098 171 38%
Computer Science 2,978 124 28%
Faculty Center for Ignation Pedagogy 1,909 80 18%
School of Continuing and Professional Studies 773 32 7%
Chemistry 527 22 5%
Bioethics 524 22 5%
Totals for Top Six Departments With Recordings 10,810 450 92%
Total Recordings in Adobe Connect Database 11,748

Zoom...

e |s Easier to Use

e |s Better Performing

e Offers 24-Hour End User Support

e Can Support Adobe Connect Functionality

13




Proposed Schedule...

¢ Delete Content

e Work with e Migrate Content

e Execute Archive

Committees e Transition > :
Practices
* Work with January_ SEMEIE May 18 - e Sunset Kaltura
Individuals Ma ‘18 Individuals to June ’18
* “Sakai Clean-Up” y New Systems ’ zl;:?etcﬁdObe
Month Dec ¢ “Shift to Zoom”
Semester
LOYOLA
1370'-'
%5 September 2017 »
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Agenda

Student System Upgrade
e K. Smith

anywhere
anytime

16 accessLUC



Student System Upgrade Project Overview

* Move from Oracle Campus Solutions (CS) 9.0 to Oracle CS 9.2
e Requisite component upgrades

 Work began July 2016
e Target go-live December 2017 (Final Date TBD)

e Phased Approach
e Technical Changes First

e Functional Improvements
LOYOLA
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Project Objectives

Stay current with Campus Solutions (CS) and People Tools (PT) software
versions to receive support from Oracle. (Extended support for CS 9.0 will
end December 2019)

Enables implementation of added functional and technology features.

e PUM (PeopleSoft Update Manager) New selective adoption of new features vs. applying
mandatory, incremental bundles updates.

e Support for new user interface (i.e. FLUID) Navigation and Pages

LOYOLA
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Why Do We Care?

e Selective Adoption of New Functionality and Regulatory Changes,
Enabling Reduced Maintenance Timeframe

e Enables Up-to-date Self-service Features for Students, Faculty and
Staff

0 Mobile Responsive Capability
0 Contemporary Look and Feel

e Retirement of Older Technology (e.g. Crystal Reports)

LOYOLA
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Scope

e Phase | (Primarily technical)

0 Complete Pre-requisite Projects
e Oracle, Application, Development Tools, Portal

0 Upgrade LOCUS Student Information System
O Functional Testing

* Phase Il (Begins After Phase | Functional Testing)
0 Added Flexibility and Adaptable User Interface and Navigation

O New Business Process for Selective Adoption

O Review of Current LUC Customizations
(e.g. LUC Parent Guest to Oracle New Delegated Access)

LOYOLA
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Upgrade Project Team

Project Team Members

Team / Area Functional Lead Technical Lead
Admissions - Undergraduate Timothy Carroll Michael Martin
Bursar Thomas Catania Dave Kessler, John McGivney

Enrollment Systems Research & Reporting

Tim Heuer, Lisa Gierich

Caroline Mwangi, lvan Siap

Graduate Enrollment Management

Ronald Martin

Michael Martin

Financial Aid

Tobyn Friar

Caroline Mwangi, lvan Siap

Registration and Records

Clare Korinek, Diane Hullinger

Xiomara Franco, Mark Reich

Registration and Records — Academic Advisement

Shannon Levi

Xiomara Franco, Greg Biskoski

Registration and Records — Campus Community

Kris Daggett

Dave Kessler, John McGivney

Registration and Records — Class Scheduling

Stacey Lind

Ilvan Siap, Xiomara Franco

Registration and Records — Transfer Credit

Thomas Stahnke, Joyce Norwood

Greg Biskoski, Mark Reich

Student Financials

Rebecca Gomez

Dave Kessler, John McGivney

Project Management Team

Dave Kessler, Maria Mufioz, Xiomara Franco

Leadership Team Members

Organization

Organizational Member

Executive Sponsor

John Pelissero (Provost), David Prasse (Vice Provost), Jo Beth D’Agostino (Vice Provost)

Chief Information Officer

Susan Malisch (ITS)

Director

Clare Korinek (Registration and Records), Kevin Smith (ITS)

ITS Management

Charlotte Pullen (Database & Middleware), Larry Adams (App Dev)

R&R Management

Diane Hullinger, Kris Daggett

LOYOLA
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Project Schedule — Phase 1 (Technical)

Upgrade Project Install New ~ Test Move to Final Move to

), Pre-requisites 2P Release ) Production Production

~ July16-Jan ‘17 /4 Feb‘l7-May ‘17 /4 May ‘17 -Dec ‘17 ~f January 2018
« Research on what and e New Release CS 9.2 PT e Phase 2 starts * Final MTP

how to upgrade & 8.55.xx) e Prepare training and e Go Live
e Crystal Report Retire e Portal (iHub) PT 8.55.xx documentation ® Phase 2
e Student refund change e Evaluate Change e Functional training continues
e Create initial PSS Management and e Multiple Iterations of

projects Testing tool Move to Production

e Elasticsearchin TST (MTP)

environment

LOYOLA

UNIVERSITY CHICAGO

U 1870
: t(‘ii\r g
427'4 gj\
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Upgrade Phases

Initial Pass — one time process

The initial pass is defined as the process of merging your existing production database with
the new release software. In the process you preserve and reapply existing customizations
made to delivered objects.

Test Move(s) to Production — repeated as necessary

The test move(s) to production are defined as the process of merging the data from a new copy of
your existing production database with the new initial pass database software which now includes

customizations.

Final Move to Production - one time process

The final move to production includes freezing the production database of any further enhancements.
At this time you merge your data from the production database with the software from the latest test

move to production. LOYOLA
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Constraints / Risks

e Acclimating Project Schedule Across All Involved Departments
* Concurrent Projects, Maintenance, and Support
e Aggressive Project Schedule

e Transactional Systems (LOCUS and Subsidiary Systems) will be unavailable
during the actual cutover (max of 4 days)

e Limited Implementation Windows Due to:
O Registration
O Start of School
O FA Packaging

0 Billing -
O Etc. v e

=
51870 <
>
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What’s Coming?

Phase Il
Home Pages
Navigation
Tiles

FLUID Pages

LOYOLA
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Academic Progress

Financial Aid

FLUID - Homepages

« Student Homepage

Student Homepage

Applicant Homepage

Contributor Relations Homepage

Campus Solutions Administrator

No ID defined

Financial Account

To access this information, contact
the Bursar's office to complete your
account profile.

Mo current tasks

LOYOLA

UNIVERSITY CHICAGO
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Student Customer Service

Financial Aid

FLUID - Tiles

Recruiting and Admissions Student Records

Student Financials Academic Advisement Contributor Relations

i3 B -

LOYOLA

UNIVERSITY CHICAGO
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FLUID - NavBar

‘Student Customer Service

¥ Campus Solutions Administrator

‘Campus Community

Student Financials

i,

__Ig

Recruiting and Admissions

Academic Advisement

A
A

NavBar: Navigator

Self Service

)

Recent Places

Campus Community

Student Recruiting

> q
My Favorites

Student Admissions

é Records and Enroliment

Navigator
Curriculum Management
li
Classic Home Financial Aid

Student Financials

Academic Advisement

Contributor Relations

SA Integration Pack

LOYOLA

UNIVERSITY CHICAGO
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FLUID — Contact Details

< Student Homepage

E Personal Details )
Contact Details

@ Contact Details

Email

pad Addresses +

{E Emergency Contacts Email
locusupg@luc.edu
locusupg@luc.edu

Profile

Type

Campus

Home

Preferred

v

LOYOLA

UNIVERSITY CHICAGO
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FLUID — View My Classes

< Student Homepage View My Classes /‘\ — o
Fall 2017
Undergraduate
By Class By Date
~| Show Enrolled Classes Show Waitlisted Classes
Show Dropped Classes
» ENGL 283 Women in Literature
P HIST 300E Topics in World History
w PHIL 130 Philosophy & Persons
mstatus Units Grading Basis Grade Academic Program Requirement Designation
Enrolled 3.00 Graded Alpha Undergraduate Arts & Sciences
Class Number Component Start/End Dates Days and Times Room
Mundel...
Center -
08/28/2017 - 12/16/2017 D ;T day Thursd
3734 Lecture -ays uesday ursday Room R
Times: 1:00PM to 2:15PM 08 LOYOLA

UNIVERSITY CHICAGO




FLUID — Award Summary

Financial Aid

2016-2017

Award Summary

2 rows
w Display @ Summary L
Award Description/Category Award Status Net Award
Tuition Benefit-LUC Staff Dep
Accepted 38,300.00 >
Work/Study
[Allowance for PLUS Loan]
3 Offered 15,050.00 >
Totals 53,350.00
Currency used is US Dollar
Declined Awards
Based on review of your Free Application for Federal Student Aid you have been awarded the listed aid. It is intended to help you fill the gap LOYOLA.

UNIVERSITY CHICAGO

between your ability to pay, your expected family contribution or EFC, and college costs, or the cost of attendance or COA. Additional loan
funding may be available, contact the Financial Aid Office for more information. Show more




Agenda

Mobile Device Strategy
 D. Vonder Heide, J. Sibenaller anywhere

anytime

32 accessLUC



Mobile Device Strategy

Introduction -

e Fall 2016 - Internal Audit reviewed 0 - Non-existent Systems and processes do not exist for the area.

the design of Loyola’s mobile 5 Basic systems exist that may meet institutional requirements, if defir_ied, but
. 1 - Initial processes for the area are not documented and are often executed in an ad
device governance processes hoc or inconsistent manner.
across four areas: Systems exist that meet institutional requirements, where defined, and the
. . supporting processes for the area are repeatable, possibly with consistent
¢ PO“C'eS/ PeOp|e L-EREEITLE results. They are executed and managed by appropriate personnel

according to their documented plans, where plans exist.

e Data
) Systems exist that meet defined institutional requirements to achieve
° Apps / Websites 3 - Defined objectives and goals. The supporting processes are executed for all
aspects of the area as defined, documented, and communicated.

* Devices | .
Management uses defined metrics to monitor and control the systems and
e Evaluated against matu rity model processes in the area. Management can identify ways fo adjust and adapt
L ] . the systems and processes for increased efficiency without measurable
modified for ngher Education losses of quality or deviations from specifications.

4 - Managed

* Capability Maturity [Note: This level is likely the highest maturity an institution will stnive for in a

Model Integration (CMMI) given area, and often only when able to cost effectively automate many
aspects of the area. |

The systems and processes that enable the area are continually improved
upon through both incremental and innovative advancement. The
organization adopts leading edge practices.

5 - Optimizing
[Note: This level requires substantial resources (e.q., people, processes,
technology) and likely may not be appropriate for most areas based on an

33 institution’s own cost benefit analysis.]



Summary Audit Findings

Areas / Components Observed Current State Recommended Goal State

Area: Policies/People

34

0 1. Mobile device strategy 1 — Initial 3 — Defined Satisfactory
2. Device procurement and - B Maturit
Q e e 1 — Initial 2 — Repeatable o Yy
eve
3. Acceptable use
0 agreement 2 — Repeatable 3 — Defined
€3 4. Training and awareness 1 Initial 3 _ Defined
Area: Data
0 5. Data classification 3 — Defined 3 — Defined
6. Data storage and Deficien
0 handling 2 — Repeatable 3 — Defined ericient
_ Maturity
7. Authentication and
o encryption 2 — Repeatable 2 — Repeatable Level
o 8. Incident response 3 — Defined 3 — Defined
Area: Apps/Websites
o 9. Mobile apps 2 — Repeatable 2 — Repeatable
& 10. web applications 2 — Repeatable 2 — Repeatable
0 11. Remote access 3 — Defined 3 — Defined
Q 12. Encryption 3 — Defined 3 — Defined
Area: Devices
0 13. Inventory 1 — Initial 2 — Repeatable anywhere
0 14. Security standards 0 — Non-existent 3 — Defined anytime
15. Technical controls 1 — Initial 3 — Defined
Q accessLUC
& 16. support 2 _ Repeatable 2 _ Repeatable



Early Effort

 Engaged Gartner GTP
* Queried AJCU Schools
e Attended Catalyst Conference

e Began drafting our strate
son CIoing oUTSIEEY ASSOCIATION of

JESUITCOLLEGES
& UNIVERSITIES

LV

anywhere

anytime
accessLUC



Mobile Device Strategy

 Mobile Device ~ Security \ Technical \ Inventory Training and \ Analytics Internal

Strategy /" Standards /// Controls /) Tracking /// Awareness /# and Metrics //  Audit

anywhere
anytime

36 accessLUC



Mobile Device Strategy

Mobile Device ¥
77 Strategy

Standards /

Technical .

) Inventory
- Tracking

A Training and \
Y Awareness /g

Analytics '

/ and Metrics

Internal

Audit /g

Develop plan and execute a University-wide mobile device strategy to improve a shared
understanding of mobile governance processes and needs.

Improved protection and reduced risks for mobile devices containing Loyola protected and
sensitive data through the adoption of security standards for mobile devices.

Expansion of technical controls with the assessment of adding a mobile device management
system to better coordinate and process the provisioning and de-provisioning of mobile devices.

Expansion of inventory tracking for mobile devices to more efficiently monitor and identify mobile
devices and their owners on university networks.

Creation of training and awareness materials for mobile device usage.

Improved analytics and metrics related to mobile devices.

Internal Audit reassessment anywhere
anytime

accessLUC



Mobile Device Strategy

Mobile Device N Security

‘ / Strategy ) / Standards |

* Best practices research and assessment * Mobile device security standards documented &
* Mobile device strategy documented approved
e Create a milestone based plan for the mobile

strategy deliverables » Define standards for security configurations for

* Mobile device strategy approved by the ITESC UOD & POD
e Communicate mobile device strategy to the e Determine technology needs for mobile threat
University protection

e Assemble MCOE

* Define “mobile devices” & support
requirements

* BYOD policy & process documented & approved

e University-owned procurement process
documented & approved

e Service catalogue requirements documented &
approved

* Policy updates: Current Acceptable Use,
Information Security & Data Classification



Mobile Device Strategy

. Technical

Controls

e Define technical changes/parameters * Mobile device inventory tracking template

e Determine technology needs for the documented & approved

management of mobile device * Process for tracking mobile assets to be

* Implement & enforce technical controls documented & approved

39



Mobile Device Strategy

7~ Awareness
e ITS Security Practices, Procedures & Training * Mobile device metrics & monitoring process
documented, approved, & implemented » Key performance indicators identified & defined

* Mobile Device User-Training documented,
scheduled & implemented

* Processes in place to triage mobile incidents

40



Mobile Device Strategy

Internal

Baker Tilly reassessment of Loyola’s mobile
device governance posture

41



Governance

e Utilize the existing ITESC
& Subcommittee
governance processes

e The MCOE will be a
working group under the

Architecture Review
Board

e All recommendations will
come to the ITESC for
approval

42

ITESC Structure & Inputs

*External

University
Senate

Academic
Technology
Committee

Request Q \

IT Executive Steering Committee

Chair: 5. Malisch

Charter

The ITESC leads a set of
processes for IT governance
and investment prioritization for
Loyola University Chicago.

Recommended Technology & Initiatives

Business
Intelligence
Steering

Committee

Project
Review
Board

Architecture
Review
Board

Information
Security Advisory
Council

Chair: C. Scheidenhelm Chair: Chair: K. Smith Chair: J. Sibenaller Chair: J. Pardonek
Charter Charter Charter Charter Charter
The Academic Technology || This cross-functional The Project Review Board The Architecture Review The Information Security

Sub-Committee is charged
with advising on
technology directions,
strategies, policies, plans,
and priorities important to
Loyola’s goals in teaching,
learning, research, and
other academic objectives.

committee will enhance
the value, quality, security,
and understanding of
institutional data through
coordinated efforts of
campus stakeholders.

The group will establish a
framework for appropriate
access to, and use of,
institutional data.

is charged with the
responsibility of reviewing
and prioritizing all work
requests that are
presented to ITS for
application review,
installation, development,
enhancement or
customization.

Board will build the
technology roadmap that
enables Loyola University
Chicago to fulfill its
mission and vision
effectively while adapting
to a changing higher
education environment.

Advisory Council will
provide guidance and
oversight of the
Information Security
program with an emphasis
on risk assessment, risk
prioritization, strategy and
policy issues.




Mobile Device Strategy — Timeline

Internal
Audit

Analytics

. \, Training and N\ N\
7 and Metrics

7/ Awareness

Technical
Controls

Mobile Device Security

N ~ Inventory
Strategy " Standards ,.

Tracking

First 30-90 Days First 6 Months s St O [\/] O TS

anywhere
anytime

N accessLUC



Next Steps

44

e Consensus on governance
* Approval to proceed with the execution of the strategy

e Suggestions for representation on the Mobile Center of Excellence

anywhere
anytime

accessLUC



2017 ITESC Schedule

January 26, 2017 - Thursday, 1:30-3:30 PM
= Project Portfolio Prioritization Results
= Status Updates — Major Upgrades
O Student System, Phone System,
Advance, Document Mgmt

May 04, 2017 - Thursday, 1:30-3:30 PM
= Project Portfolio Prioritization
=  Summer Project: 10Gb Connectivity/NGFW
= Academic Year 2017-18 Project: Box to
OneDrive
® Information Security Training

June 15, 2017 - Thursday, 1:30-3:30 PM
= Event Management Solution
= Project Portfolio Prioritization
= Information Security Training Proposal

September 20, 2017 — Wednesday 1:30-3:30 PM
= Business Intelligence Subcommittee
= Change Management for Academic Technologies
= Student System Upgrade
= Mobile Device Strategy

October 26, 2017 - Thursday, 1:30-3:30 PM

December 12, 2017 - Tuesday, 1:30-3:30 PM
= Project Portfolio Prioritization

anywhere
anytime

accessLUC
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